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Underlying the performance of
real-time software-based
pipeline leak-detection systems

by W Al-Rafai and R J Barnes

Granherne (Brown & Root Energy Services Business Unit), Leatherhead, UK

Introduction

Computational pipeline monitoring
consist of pipeline leak detection whichisan
essential element of a pipeline-management
system design. Computational pipeline
monitoring is important in enhancing
operational performance. It enables more-
reliable pipeline operation, and contributes
towards adequate safety for the public and
environment. [ts importance is increasing
due to an ageing pipeline infrastructure.
Thereisacontinuing need to develop reliable
pipeline-integrity-management systems to
enhance safety and minimize leakage into

the environment.

There are many techniques that may be
used for detecting leaks. The software-based
spectrum of different techniques includes
volume-balance and pressure-point analyses.
These methods cannot estimateleak location
and are not suitable for pipelines with
operational changes. What operating
companies need are cost-effective leak-
detection systems with a high degree of
sensitivity to detect small leaks and estimate
location, and not generate false alarms.

The objective of thisreview is to analyse
the underlying approach of two software
methods to detect leaks and estimate
location. One is based on a real-time
simulation method, and the other is based
onareal-time statistical-analysis method.
While just about any leak-detection system
can detect pinhole leaks if provided with
precise data, in practice these data contain
uncertainties complicated by random errors.
The problem stems from the fact thatif the
leak-detection-system sensitivity is set to
alert on detecting of very small leaks, then
the very presence of these data uncertainties
will cause alarm declarations when in fact

there is no leak.

Falsealarmis a common problem during
pipeline operational changes, which results
inreduced efficiency and lack of confidence
placed in the leak-detection system. This
lack of confidence resultsin all alarmsbeing
ignored, or the leak-detection system being
switched off. The aim of this paper is to
discuss the underlying factors influencing
the performance of leak-detection systems.
No particular reference is made to
commercial productsin thisreview, except
where specifically mentioned.

Existing pipeline infrastructure

Pipeline construction world-wide totals
around 1.6 million km, of which 60% are
over 20 yearsold. Reference 6 reports onthe
international pipeline construction which
started since 1948 (Fig.1). Reference 3
reports that only 10-20% of the pipelines are
pigged regularly. Internal inspection using
intelligent pigsis acritical part of an effective
pipelineintegrity-management programme,
which can also provide valuable information
about the pipeline. Better operational and
maintenance planning reduces the risk of
incidents.

Reference 2 presents information on the
development of the European Gas Pipeline
Incident Data Group (EGIG), and the main
contributing causes of failure. Fig.2 shows
the probability of failure of a corroded pipe.
Reference 7 highlights the fact that
“corrosionis becoming anincreasing threat
to the integrity of pipelines world-wide.”
Increase in demands for energy, ageing
pipeline infrastructure, and the need to
maximize the value of pipeline assets, are
placing greater demand on pipelines and
their operating reliability. The challenge
faced by pipeline operatorsis ensuring the



continued integrity ofboth ageing and new
pipeline assets through improved operations
and business processes in an environment
of increasing commercial pressures.

Leak detectability importance
and limits

Computational pipeline monitoring
consist of pipelineleak detection whichisan
essential element of a pipeline-management
system design, andisimportantinenhancing
operational performance. Fig.3 shows a
pipeline leak-detection system: the total
release from a pipeline is dependent on the
response of the line leak-detection/shutdown
system and the closure time of the valves.
Since the rate of outflow from a hole
decreases as the pipeline depressurizes, the
total massreleased will be dominated by the
early outflow. The mass of release during
failure of a pipeline depends on the hole size,
line pressure, shutdown time, and the
inventory between the valves on either side
of the leak.

The time required to detect a leak is an
important attribute for a pipeline leak-
detection system and pipeline risk
assessment. Pipeline leak-detection systems
exhibit variations due tocommon and special
causes. In principle, for aleak tobe detectable
from a particular measured quantity at a
certain moment in time, the leak must
cause that quantity tochange by more than
theuncertaintiesin the measurement data
and software application method at that
time. As the leak size increases, both the
detection time andlocation error decreases
exponentially. Fig.4 shows the relationship
between the pipeline pressure and flow before
and after a leak develops in a pipeline.
Before a leak, and during a steady-state
pipeline operation, the inlet flow Qin equals
the outlet flow Qout, whilst during a leak
Qin does not equal Qout. The detection time
is the time necessary to gain confidence in
the leak being a true leak.

The set of conditions that conspire to
mask the presence of a leak is a complex
combination of the uncertainties, including
measurementinstrumentationdata, SCADA
system characteristics, the mathematical
model, numerical errors, and changing
pipeline-operating conditions. Leak-detection
thresholds are a strong function of these and
the time allowed to detect aleak. The longer
the detection time, the smaller the leak that
canbe detected due tothelong period required
for a system to recognize hydraulicchanges
generated by this small leak. Choice of
threshold values is a compromise between
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detectiontime, false alarms, and acceptable
risk.

Reference 9 highlights the fact that
“many companies offer leak-detection
software packages, the majority of which
employ some form of statistical analysis and
claim their ability both to detect and locate
the leak. The track record of the success of
these systems on complicated multi-product
pipelines has not, however, been clear cut.”
This paper reviews the underlying factors
influencing the performance of real-time
leak-detection systems that capitalize on
information technologies to manage pipeline-
integrity, and improve risk management
and productivity.

Leak analysis and
measurement

There are many techniques that may be
used for detecting leaks, not just those
associated with real-time software-based
methods. Leak analysis would be relatively
easy if the pipeline operated totally in a
steady state, but pipelines frequently donot
operateinsteady state. The flowrate atinlet
may often be different from the delivered
flow rate during pipeline operational
changes, such asthe startingof an additional
pump, pipeline packing and unpacking,
opening a valve, or pigging the pipeline. It
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Fig.3. Pipeline
leak-detection
system.

Fig.4. Pipeline
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leak.

takeslongertodetect aleak during transient
conditions than if the pipeline is operating
in a steady state.

Transient measurements are more
difficult to make. If the software, for example,
isnot presented with data from which it can
deduce thereason for the apparent change,
then in practice the leak-detection system
can incorrectly signal a leak alarm. In a
transient environment, the pressure
signature due to the leak is still there, but
itis masked by the pressure noise due to the
transients.

Real-time simulation models are driven
by SCADA information, which can, in
principle, compensate for changes in inlet
flow. Compensationis achieved by accounting
for the packing or unpacking of the pipeline
due to its average increase or decrease in
pressurerespectively. Uncertaintiesimposed
particularly on the real-time simulation
models canbe detrimental to constructing a
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mathematical representation of the
behaviour of the flowing fluid. There are
practical limits as to how well the real-time
simulation models can perform this function.
The presence of pipeline-system variance,
complicated by random errors, will tend to
increase complexity and reduce robustness
of real-timeleak-detection systems.

System variation

The concept of systems thinking and
statistical process control was introduced
by Dr W.Edwards Deming [5]. This concept
is one of the fundamental components of
total quality management, largely based
upon the philosophy of Deming, the American
guru who introduced the concept of total
quality to Japan in the 1950s. His work is
the foundation-stone of Japanese world
industrial dominance. The key, according
to Deming, is that management must
constantly strive for systems that are in
statistical control and work constantly to
reduce the variances within systems.

Statistical process control provides a
framework within which improvements can
be measured by examining the variationsin
output from a process. It separates those
thatareinherent (common-cause variations)
from those that are external to the process
(special-cause variations). Itis essential to
understand the basic statistical concepts
duetotwotypesofcauses needed tointerpret
variations [8]:

* common causes - those causes that
areinherently part of the process over
time, i.e. SCADA information
uncertainties, instrument drift,
turbulence, density variation, and
pipelineoperational changes that affect
all outcomes of the process.

+ special causes - those causesthat are
not part of the process all the time,
but arise because of specific
circumstances, 1.e. afailed instrument
or occurrence of a leak.

Aprocessisdefined asasetofcausesand
conditions that repeatedly come together to
transform inputs into outcomes. A process
with only common causes (in a state of
statistical control)is called a stable process.
A stable process implies only that the
variationis predictable within statistically-
established limits. Processes whose outcomes
are affected by both common causes and
special causes are unstable processes. An
unstable process does not necessarily mean



one with large variations. It meansthat the
magnitude of the variation from one time
period to the nextis unpredictable.

Reference 8 points out that, if a process
was exactly stable and if we knew the details
of its underlying (fixed) statistical
distribution, we could then work in terms of
probability limits. Even if the process was
exactly stable and if the normal distribution
was appropriate, we would still never know
thevalueofits mean, and evenifwe did, we
would never know the value of its standard
deviation; we could only estimate these from
thedata. Deming points out, thatin practice,
exactly-stable processes never exist. That
is, real processes are never entirely free of
special causes, thus the information tocreate
optimum systems is unknown and
unknowable.

Deming uses the term “unknowable”;
again and again he asks, “how would you
know?”, challenging the assumptions of
people as to what they believe is certain.
Predicting with certainty the previous state
of a complex pipeline system would be
impossible. Complex engineering systems
donotrespondin alinear fashiontochanges
in their inputs, and non-linear changes
make even simple systems impossible to
predict.

The changing ofknowledge from absolute
to statistical and from fixed to changing is
the reason why Deming emphasized that
the most important knowledge needed to
improve a system 1s unknown and
unknowable. Bringing the process into
statistical controlis the key to widening the
application of one’s knowledge about it via
the scientific method.

The scientific method

Demingstated that “using the scientific
method we learn what is unknown but
knowable faster”. Because the most
important informationis not only unknown,
but unknowable, in the face of variation and
uncertainty, processes canonly beimproved,
never optimized. The path toimprovement
is via constantly gaining new knowledge
using the scientific method.

The scientific method is the path toward
whatisunknownbut knowable. Because it
is much more effective at discovering new
knowledge, using the scientific method
facilitates real-time pipeline leak-detection
system learning. Statistical methods monitor
and detect changes by determining whether
the patterns of variations that are observed
when operating a complex pipeline system
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areindicative of atrend or arandom variation
thatis similar to what hasbeen observedin
the past.

System observation

Deming stated that “by observing the
operation of the system, built-in flaws can
be detected and isolated”. By statistically
observing a complex pipeline system while
it is in operation, we can, by using the
scientific method, detect and isolate the
built-in-flaws. By using a series of
measurements during steady-state pipeline
operation, we can perform analysis for state
of statistical control to detect and isolate the
built-in-flaws. For example, gradual
instrument drift andincreasein the pressure
drop due to an increase in the pipeline
friction factor can be incorporated in the
observed system behaviour during steady-
state pipeline operation.

Onceobserved, the flaws can beisolated,
which will reduce the variability and lower
the pipeline system entropy. Once a complex
pipeline system is in statistical control,
designed experimentscanreveal the leverage
points for removing some of the common
causes of variation, and hence maximize the
real-timeleak detection system’s robustness
and performance.

Complexity

Demingalso stated that “complexity can
bereduced and entropy lowered by removing
the built-in flaws”. Reducing complexity is
the key to improving grade (quality).
Complexityisassociated with higher degrees
of randomness, disorder, and
unpredictability, and leads to greater
variationinoutputs. Complexity is a cause
of problems and a product of complicated
interactions, and is both a cause and an
effect of variation.

The disorder arises because we do not
know which state a complex pipeline system
isin during operational changes. The special
behaviour of the flowing fluid which is
associated with finite speed is the wave
speed, the speed at which information travels
through the pipeline. Disorder is then
essentially the same as ignorance. The
concept of entropy as defined in reference 4
is as follows: “the quantity of disorder is
measured in terms of entropy. One way of
defining entropy is in terms of the number
of states, or degrees of freedom, that are
possible in a system in a given situation”.
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Real-time simulation methods

The real-time simulation methods solve
partial differential equations by numerical
solution. This technique requires flow,
pressure, and temperature measurements
attheinlet and outlet of a pipeline segment
(and additional pressure/temperature
measurements at intermediate points). This
method presents a picture of current pipeline
flow conditions using the SCADA smoothed
information. It composes a discrete set of
measurement data at preselected locations,
and sampled at discrete times which typically
occur over a number of minutes ‘SCADA
scan’.

The equations, which the dynamic model
solves, are derived from two basic equations:
the equation of momentum and the equation
of mass. Dynamic-simulation methods
provide invaluable information during the
front-end engineering design of a complex
pipeline system and determine how to
optimize the engineering design and
efficiently operate a pipeline [1]. Dynamic
simulations provide reduction of costs of
new pipeline designs and the ability to study
complex pipeline systems under conditions
beyond their normal performance limit.

Theory

The dynamic model solves conservation
equations for mass and momentum for the
velocity and pressure.

Conservation of momentum:
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where:

=pressure in the pipeline

=fluid velocity along the pipeline

=fluid density

=wavespeed

=time

=friction factor

acceleration due to gravity

inclination of the pipe to the
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These equations can be solved using
either the finite-element or finite-difference
method. Using the method of characteristics
[10] reduces the two partial differential
equations to two ordinary differential
equationsvalid alongcertain ‘characteristic’
lines in the xt plane, where x denote the
axial direction of the pipeline and t represent
time.

The method of characteristics is the
natural numerical procedure for hyperbolic
systems in twoindependent variables. For
fluid velocities, which are much smaller
thanthe wavespeed (asis generally the case
in most transient problems in pipelines),
the characteristic lines are defined by:

dx  _
—=7%Fc
dt

The lines x - ¢t = constant and x + ct =
constant are called the characteristics. These
equations hold for each pipeline segment
and allow the pressure and flowrate to be
calculated using the finite-difference
numerical solution procedure at various
time steps from knowledge of pressures and
flowrates at the start of computations. Since
the wavespeed is constant for a particular
pipe, the above equation defines straight
lines in the xt plane and the integration
scheme to step forward in time.

The numerical method performs a
number of iterations at each time step to
predict pipeline operational changes. Many
such time steps must be sequentially
executed to cover the desired transient time
period and additional equations may need to
be solved, namely conservation of energy
and equation of state. The presence of pipeline
entropy and variance preclude the ability to
accurately couple the SCADA information
with areal-time simulation method during
transient conditions.

Turbulence

Solving the Navier-Stokes equations, if
possible, yields instantaneous values of
velocity and pressure. In turbulent flow,
velocity and pressure fluctuate widely about
mean values. Ifthe velocity at each pointin



the cross section was measured with a pitot-
static tube, the resultant distribution would
be that of Fig.5a. If a more-sensitive
instrument is used, a distribution such as
that in Fig.5b would result. The
instantaneous velocity at any point oscillates
randomly about a mean value.

In the central region of the pipeline, a
fully-developed turbulent flow exists. Near
the wall, a laminar sublayer forms within
which Newton’s law of viscosity describes
the flow. Between the twois the buffer zone
within which both laminar and turbulent
effects are considered important. Fig.6 shows
the result of using a sensitive instrument to
measure velocity at a point in a pipe at
which turbulent flow exists. Two velocities
canbe identified: the mean velocity, which
is the average or mean value, and the
instantaneous velocity, which fluctuates
randomly about the mean.

The instantaneous velocity can be time-
smoothed to obtain the mean velocity. That
is,1fthe instantaneous velocityis averaged
over a finite time interval the mean value
results. This process results in a similar
equation to the Navier-Stokes equations,
except that the time-smoothed velocities
replace the instantaneous velocities.
Moreover, these equations of motion have
the time-smoothed pressure. Thisresultsin
the appearance of a new term, referred to as
the turbulent momentum flux called
Reynolds stresses. This necessitates the
need to simplify the equations using semi-
empiricalrelationshipstorelate the Reynolds
stressestoastrainrateinthefluid,inorder
to provide a true representation of the
flowing conditions in the pipeline when
employing accurate real-time simulation
models.

Repeating a measurement several times
can reduce, but not eliminate, errors. By
making some determination of the
magnitude of these uncertainties, the real-
time simulation models must then couple
measurements of pressure and flow atinlet
and pressure and flow at outlet through
obeying the fundamental laws of fluid
mechanics. Real-time simulation models will
have an unavoidable tendency to create
false alarms during pipeline operational
changes when attempting to obey the
fundamental laws of fluid dynamics.

This aspect makes real-time simulation
model-type software more complex in order
tointerpret and filter the incoming SCADA
information, by considering all of the
measurement data and at the same time to
find the best set of values which are
hydraulically consistent. Dynamic checks
on variations in pressure and flow at the
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inlet and outlet are necessary. These checks
are difficult, if not impossible, to carry out
accurately when using a real-time simulation
model during ‘pipeline operational changes’.
Therefore, threshold levels must be
increased to prevent false alarms at a time
when the leak-detection system is needed
most.

Statistical leak-detection-based
methods

Statistical software methods donot use
numerical solution procedures to calculate
flow or pressure in a pipeline, but detect
changes in the relationship between flow
and pressure using measured data at the
inlet and outlet and test a null hypothesis.
This technique requires flow, temperature,
and pressure measurements at the inlet
and outlet of a pipeline (and, ideally,
additional pressure/temperature
measurements atintermediate points). The
methoditself produces nonumerical errors
and detectionisbased onrelative changesin
the ‘mean value’ and pattern recognition
whilst accepting errors as normal
discrepancy.

The statistical leak-detection-based
methodis able to monitor a complex pipeline
system continuously; it learns about
continual changesin the pipeline. “This on-
linelearning capabilityis useful as pipeline
operation always changes and instrument
drift could occur over along time period”[12].
Instrument drifts can be accounted for by
tuning measurements available during
steady-state pipeline operations and noleak
alarm period, thus allowing easier operation.

A statistical leak-detection system would,
in principle, have a low false-alarm rate,
provide simplicity, and improve grade. Zhang
[13] designed a statistical pipeline leak-
detection system enabling leak detection of
less than 1% on liquid and gas pipelines.

Fig.6. Velocity
at a pointin a
turbulent flow.
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Thetest data demonstrated that a statistical
leak-detection systemis able to detect small
leaks without generating false alarms and
maintain reliability during pipeline
operational changes. Zhang also highlighted
that “it is possible to detect a leak smaller
thantheinstrument errors”[13].

The null hypothesis

Statistical leak-detection tests a null
hypothesis. Differences between two sample
means of measured data are normally
distributed around the mean difference in
the population of araw SCADA scans. Most
differences will be close to the true difference,
and a few will be significantly different. In
order to determine whether a difference
found represents a true difference (a leak
developed) or a chance difference (data
scatter), tests of significance are applied to
the SCADA scans.

Statistically, the mass entering and
leaving the pipeline must bebalanced by the
inventory variationinside the pipeline. The
test of significance determines whether or
not thereis a significant difference between
the means of the inlet flow and pressure,
and outlet flow and pressure. Tests of
significance are based upon an estimate of
standard error and test a null hypothesis.

The null hypothesis saysthat thereisno
true differencein the SCADA sample (leak-
free) and that any difference found in the
SCADA samples is the result of sampling
error (uncertainty). Since thereis noway to
know for certain whether a decision madeis
correct, it is necessary to estimate the
probability of being wrong. Hence, when the
null hypothesisisrejected, it can be concluded
that a leak exists.

The test has been set up as:

Null hypothesis Ho: 1 equalspul
Alternative hypothesis H1: 1 does not
equalp2

The probability of being correctis referred
to as the significance level, or probability
level, of the test of significance. If the decision
is made to reject the null hypothesis, the
means are concluded to be significantly
different or too different to be the result of
uncertainty. If the null hypothesis is not
rejected, the means are deemed to be not
significantly different. The level of
significance, or probability level, selected
determines how large the difference between
the means must be in order to be declared
significantly different. The most commonly
used probability level is the 0.05 level.

The probability level selected determines
the probability of committing a TypeI error,
thatis, of rejecting anull hypothesisthatis
really true and hence generating a false
alarm. Thus with a probability level of 0.05,
there is a 5% probability of making a Type
I error. As the probability of committing a
Type I error decreases by using a smaller
probability level, say 0.01 instead of 0.05,
then the probability of committing a Type I1
error, 1.e. not rejecting a null hypothesis
whenitshould havebeenrejected, increases,
and hence the leak is not detected. The
consequences of making a Type Il error, i.e.
not detecting a leak, are serious. Hence by
considering the relative seriousness of
committing a Type II error versus a Type I
error, a probability value can be established
during the statistical parameter tuning.

Shellhas developed and tested a statistical
leak-detection system following several years
of research, which is licensed to REL
Instrumentation Ltd and trademarked as
ATMOS pipe. Zhang and Di Mauro [12]
developed a statistical software leak-
detection algorithm that is based on
probability calculations of mass conservation
and hypothesis testing at regular sample
intervals. The mean value of the flow
difference in a pipeline between inlet and
outlet, together with inventory variation,
remains unchanged unless aleak develops
or aninstrument error occurs. Deviationis
detected by a test method termed the
‘sequential probability test’.

The statistical system, incorporating
pattern recognition, hasnow been tested by
Shell on anumber ofits operating pipelines.
During 19971t was commissioned on Shell’s
North Western Ethylene Pipeline [11] inthe
UK. InMarch, 1998, Shell performed a site
acceptance test during which ATMOS pipe
detected a 0.38m3/minute (16% of
throughput) leak in 15 minutes, with an
accurate leak size and location estimates
[12]. Leak detection in ethylene pipelines
operating at a range of pressures is highly
challenging for evaluating a leak-detection
system performance. Field tests and real-
time applications have demonstrated that
thereliability of ATMOS pipe is founded on
the principle of quality management.

Conclusions

Computational pipeline monitoringisan
essential element of a pipeline-management
system design andisimportantinenhancing
operational performance and risk
management. Thereis a continuing need to



develop reliable pipeline integrity-
management systems to enhance safety and
minimize leakage into the environment.
The performance of real-time pipeline leak
detection is influenced by common causes
that introduce uncertainties. These
uncertainties are complicated by random
errors.

Real-time simulation methods are more
dependent on the absolute accuracy of the
smoothed SCADA information and need to
perform additional tests to establish the
plausibility of the data from a range of
possible hydraulic values. The presence of
pipeline entropy and variance preclude the
ability to accurately correlate the SCADA
information with the real-time simulation
method during pipeline operational changes.
If ignored, they can be detrimental to
calculating a mathematical representation
of the transient flowing conditions.

Real-time simulation models will have
an unavoidable tendency to create false
alarms during pipeline operational changes
when attempting to obey the fundamental
laws of fluid dynamics. The presence of
pipeline entropy precludes the ability to
accurately couple the SCADA information
with areal-time simulation method during
transient conditions. Consequently,
thresholdlevels mustbeincreased to prevent
false alarms during pipeline operational
changes at a time when the leak-detection
system is needed most.

Reducing complexity is an important
leverin any attempt toimprove the quality
of real-time pipeline leak-detection systems.
The benefit of reducing complexityis thatit
is progressively easier to identify leaks.
Statistical leak-detection methods reduce
complexity and observe the reality itself.
Pipeline operational learning capabilityis a
keytoreduce false alarms without impairing
reliability during pipeline operational
changes. Statistical leak-detection systems
provide operators with the value of Deming’s
philosophy of total quality management
throughimproved pipeline operationsin an
environment of increasing commercial
pressures.
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